ALRUD

Newsletter

New data localization requirements or restrictions on cross-
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March 06, 2025
Dear Ladies and Gentlemen!

We would like to draw your attention to the important novelties in the field of regulation of personal
data processing, which amend the current rules on localization of personal data.

New wording of data localization requirements

On 28 February 2025, the Law intended to tighten the rules on data localization was signed. The
provisions of the Law will enter into force on 01 July 2025.

What has changed?

At a glance, Part 5 of Article 18 of the Federal Law ‘On Personal Data’, which sets the requirements
for personal data localization, has not changed much.

Both wordings imply that collected personal data are subject to mandatory localization in Russian
databases (except for a limited number of cases, which are not relevant for the majority of
commercial companies*):

Current wording of the data localization New wording effective from 01.07.2025

requirements

When collecting personal data, including via the When collecting personal data, including via

Internet, a data controller is obliged to ensure the Internet, a-data—centrollerisobligedte

recording, systematization, accumulation, storage, ensure recording, systematization,

clarification (update, change), extraction of accumulation, storage, clarification (update,
personal data of citizens of the Russian change), extraction of personal data of citizens
Federation using databases located in the territory = of the Russian Federation using databases

of the Russian Federation. located i outside the territory of the Russian

Federation is not allowed.

There has been some discussion in the industry about possible restrictions on cross-border transfers
under the new wording of the data localization requirements. While the current wording and the long-
standing practice of its application lead us to a firm conclusion that the subsequent transfer of
personal data abroad is possible upon data localization in Russia, the interpretation of the new
wording is not so unambiguous.

Potential limitation of cross-border data transfers?

The data localization rules in the new wording directly indicate their applicability in case data
controllers collect? personal data of Russian citizens.

1 The list of exceptions includes processing of personal data for the purposes of achieving the goals of an international treaty/
Russian law; fulfilment (performance) by a data controller of its obligations under the law; for participation in legal proceedings
and execution of a judicial act; execution of powers by state and municipal bodies; conducting journalistic/media activities or
creative activities.

2 According to the current interpretation and established practice, ‘collection’ refers to the process of obtaining of personal data
directly from a data subject - for example, by providing of a consent directly to a data controller, through registration on a
website, etc.
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Based on this wording and the systemic interpretation of the Federal Law “On Personal Data”, the
following conclusions can be drawn:

« The prohibition is likely to cover the duplication/copying of collected personal data to foreign
databases (including when this happens automatically) — many Russian subsidiaries of foreign
businesses use such data localization scheme, but there are doubts that after 01 July 2025 such a
scheme will satisfy the regulator.

« Cross-border data transfers are not limited. As before, the condition for carrying out such transfers
is the existence of a relevant legal basis and the localization of the collected personal data in
Russian databases.

= However, the key aspect for determining their legality will be the moment when the
"completion of the collection of personal data" is defined — in other words, when the
cross-border transfers are considered not to be carried out in connection with the "collection of
personal data". There is no established practice on this point, so data controllers should be
prepared to justify that cross-border transfers do not affect the process of collecting personal
data in the event of questions from the regulator.

= For example, if a data controller collects personal data from data subjects for the first time and
subsequently engages a third party/processor to achieve the purpose of processing, the
prohibition may affect the process of transferring personal data to foreign parties (both data
controllers and processors). It seems that in such a case, all actions performed with personal
data, both in Russia and abroad, can be considered as performed during the collection of
personal data.

. The new wording of the data localization requirements does not affect the processing of received
personal data, i.e. those situations where a data controller receives personal data not directly from
the data subjects. The new wording of the data localization requirement does not restrict cross-
border transfers of such personal data, including their processing in foreign databases.

Thus, the amendments affect many business processes, primarily international business with
representation in Russia, but also foreign activities of Russian companies.

How to comply?

———i51 Companies whose operations involve foreign jurisdictions will need to review their
[=] @i localization schemes in order to comply with the new requirements.

For those processes where there is a risk of a breach, by 1 July 2025 it will be necessary
to restructure data processing and data transfers to foreign recipients (both data
controllers and processors) - in most cases this will involve changes to the legal
framework (e.g. revising processing agreements and introducing new contractual
mechanisms for a data controller's control over data processing, revising templates for
consents to, and notifications of cross-border transfers to the Russian regulator) and to

the technical component of these processes (changing the IT systems used,
reviewing the technical side of cross-border data flows).

We also recommend monitoring possible clarifications from regulatory authorities, in
:/ particular Ministry of Digital Development and Roskomnadzor, which may shed light on the
interpretation of the new wording of data localization rules.

We hope that you will find the information provided herein useful. If any of your colleagues would
also like to receive our newsletters, please kindly send them the link to the electronic subscription
form. If you would like to learn more about our Data Protection and Cybersecurity, please let us know
by replying to this email. We will be glad to provide you with our materials.
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Note: please be aware that all information provided in this letter is based on an analysis of publicly
available information as well as our understanding and interpretation of legislation and law
enforcement practices. Neither ALRUD Law Firm nor the authors of this letter bear any liability for the
consequences of any decisions made in reliance upon this information.

If you have any questions,

Maria Ostashenko
please contact ALRUD P
Partner artner .
Commercial, Intellectual Property,
Data Protection and Cybersecurity
Sincerely,

ALRUD Law Firm

E: mostashenko@alrud.com
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